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1. Introduction 
New York State has authorized early voting and, to support this initiative, electronic poll book 

systems (EPBS) may be used by county board of elections (CBOE). 

The New York State Board of Elections (NYSBOE) was tasked with developing and promulgating 

minimum functional and security standards for any electronic device, and any network or system to 

which the electronic device is connected, that is used to store or otherwise access a computer-

generated registration list (Electronic Poll Book System - EPBS). NYSBOE is also to promulgate a list 

of systems that are approved for use. No local board of elections shall be permitted to use such a 

system unless NYSBOE has previously approved it for use and has certified that the network to 

which any components are connected is compliant with the minimum-security standards. 

To accomplish this, NYSBOE developed an evaluation process designed to validate via vendor 

attestations, provided artifacts and demonstrations that mandatory functional, non-functional, 

security, and networking requirements were understood and able to be met by each EPBS 

submitted for review. Requirements were evaluated against each vendor configuration for 

determination if the requirement has been implemented and observed via demonstration or 

explained and attested to by the vendor.  Each requirement based on this approach was then 

marked successfully (Pass) or unsuccessfully (Fail).  

Each system was also reviewed to determine its ability to fulfill the requirements under Section 8-

508 of NYS Election Law providing for the production of a Challenge Report. This functionality was 

considered optional and only systems claiming to support this functionality were reviewed for 

compliance against the specific requirements developed by NYSBOE for this purpose. 

NYSBOE also partnered with the NYS Division of Homeland Security and Emergency Services 

(DHSES) and the NYS Technology Enterprise Corporation (NYSTEC) for performing vulnerability 

scans of all applicable system components for any potential vulnerabilities and to confirm that no 

unnecessary ports or services were exposed beyond those required for the operation of the system. 

In addition, DHSES scanned all submitted systems to determine if information was being properly 

protected through encryption. NYSTEC was also engaged to review a subset of technical 

documentation submitted by each vendor and to provide assurance that documentation 

requirements were addressed. In addition, they reviewed NYSBOE’s evaluation of functional and 

security requirements to provide assurance that all processes were followed consistently for each 

system reviewed. 
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A submitted configuration will be considered for approval if the EPBS successfully passes the above 

evaluation process, has a documented non-impact issue that has no negative effect on system usage 

or implements an approved compensating control(s). 

Further details on the results of the observations and demonstrations conducted by NYSBOE and its 

partners are contained in the information below. 

2. System Overview  
The Tenex Software Solutions, Inc. Precinct Central solution was submitted for State Board 

approval. The Precinct Central solution is comprised of three modules: Precinct Central Touchpad, 

Precinct Central Console, and Precinct Central Data Studio. 

Central Touchpad is the application that runs on the iPad hardware platform which is used by poll 

workers for checking in voters at poll sites. Network devices then allow for a secure connection 

between these devices and the Precinct Central Console backend application. Precinct Central 

Console is a real-time monitoring and election configuration platform that allows elections staff to 

monitor devices, users, communications, and performance metrics. The Precinct Central Console is 

also the election office portal for all pre-election setup activity and post- election data 

reconciliation, auditing, and export. The Precinct Central Data Studio facilitates the communication 

of information between all Touchpads deployed in the election.  

3. Documentation/Artifact Compliance 
To ensure compliance with a number of designated functional and security requirements, vendors 

were required to provide documentation or narratives, along with any relevant artifacts, which 

provided evidence of such compliance. Examples of artifacts included, but were not limited to, 

screenshots, logs, sample reports, etc. Some requirements mandated that a vendor describe their 

system’s ability, or inability, to support certain functionality without necessarily requiring the 

functionality itself be present. 

All initial written responses were reviewed to determine if the submissions, along with any artifacts 

provided, demonstrated clear evidence of requirement compliance. If the vendor’s system did not 

provide for the functionality mentioned in a specific requirement, then the vendor provided a 

description explaining as much. If a compensating control or additional information was needed for 

a system to successfully meet a given requirement, such information was provided by the vendor 
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for review by NYSBOE. The findings presented below are separated into the application packet 

categories of Functional Requirements, Security Requirements and Challenge Report.  

3.1 Written Responses/Artifacts to Identified Requirements 

3.1.1 Functional Requirements 

Nineteen (19) functional requirements required a written response and/or artifact 

submission. After examination and review of the totality of documentation provided by the 

vendor as part of this process, it was determined that all designated mandatory functional 

requirements had been satisfactorily met or attested to.  

3.1.2   Security Requirements 

Fifty-five (55) security requirements required a written response and/or artifact 

submission. After examination and review of the totality of documentation provided by the 

vendor as part of this process, it was determined that all designated mandatory security 

requirements had been satisfactorily met or attested to. 

3.1.3   Challenge Report (Optional) 

One challenge report requirement required a written response and/or artifact submission. After 

examination and review of the totality of documentation provided by the vendor as part of this 

process, it was determined that the designated challenge report requirement had been met or 

attested to.  

3.2 Technical Data Package 

Each vendor was required to provide a Technical Data Package (TDP) for their system. This 

documentation defines the required design configuration, technical information and any 

procedures required to ensure adequacy of system performance.  

Technical Data Package contents were required to include the following:  

• System configuration overview     

• System hardware specifications    

• System test and verification specifications   

• User/system operations procedures    

• Personnel deployment and training requirements  

• Quality assurance program     

• System functionality description 
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• Software design and specifications 

• System security specifications 

• System maintenance procedures 

• Configuration management plan 

• System change notes 

NYSTEC performed an examination and review of the totality of materials provided by the vendor 

and reported their findings to NYSBOE. It was then determined by NYSBOE that the submitted 

documentation demonstrated compliance with this requirement. 

4. Vendor Demonstrations and Observations 
An on-site demonstration conducted by Tenex Software Solutions, Inc. of the mandatory 

functionality for each requirement was conducted on May 28, 2019. During this demonstration, the 

system was observed to determine if each requirement had been met. The findings presented 

below are separated into the application packet categories of Functional Requirements, Security 

Requirements and Challenge Report.  

4.1 Functional Requirements 

Fifty-three (53) functional requirements required a vendor demonstration. After review of this 

system during the demonstration provided by the vendor as part of this process, it was determined 

that all but one designated mandatory functionality requirements had been satisfactorily 

demonstrated. Requirement F-17 requires that, in accordance with Section 11-206(4) of NYS 

Election Law, an EPBS have the ability to display the names of special federal voters separate and 

apart from other voters contained in the list. As the configuration submitted by Tenex Software 

Solutions, Inc. does not currently support this function, an acceptable compensating control for this 

requirement would be that, at each election at which the ballots of special federal voters are 

delivered to the inspectors of election in each election district, the CBOE must prepare and 

distribute a separate paper list of special federal voters. 

4.2 Security Requirements 

Thirty-four (34) security requirements required a vendor demonstration and/or support and 

stated compliance via submission of a TDP and/or supporting documentation. After review of this 

system during the demonstration provided by the vendor as part of this process, it was determined 

that all designated mandatory security requirements had been satisfactorily demonstrated or 

compliance was stated via attestation and through provided documentation. 
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4.3 Challenge Report (Optional) 

Seven (7) challenge report requirements required a vendor demonstration (if the vendor’s 

submission include this functionality). After review of this system during the demonstration 

provided by the vendor as part of this process, it was determined that the designated challenge 

report requirements had not been satisfactorily demonstrated.  

5. Vulnerability Scanning 
NYSBOE partnered with the NYS Division of Homeland Security and Emergency Services (DHSES) 

and NYSTEC to perform vulnerability scanning as part of the evaluation of each EPBS submitted. 

 5.1 NYS Division of Homeland Security and Emergency Services Testing 

DHSES was responsible for performing the following objectives of the vulnerability scanning and 

traffic inspection: 

• Perform non-authenticated vulnerability scanning all EPBS hardware devices provided; and 

• Validate data confidentiality is maintained during both external data transmissions to a 

vendor cloud service, and data transmissions between two EPBS devices connected to the 

same local network. 

As a result of their testing, DHSES found that no critical, high, medium, or low vulnerabilities were 

identified on any of the three iPad ePollbooks scanned. DHSES did identify a single port that was 

open and accessible. The vendor was asked to explain if there was a business function requiring 

this port to be left open or if it could be closed. The vendor explained that the open port is used for 

emergency data recovery, is locked down by their mobile device management platform and is the 

standard configuration for iPads. In addition, validation of peer-to-peer transmission 

confidentiality could not be performed by DHSES during their testing. However, the vendor was 

able to provide a satisfactory demonstration of the encrypted peer-to-peer communication of their 

system during their in-person demonstration. Also observed during testing was that the mobile 

hotspot provided by the vendor was configured to broadcast the default service set identity (SSID) 

and allowed usage of default administrative credentials. The vendor explained that their system is 

intended to be used with whatever connectivity is provided by each county but produced 

documentation on how to properly harden such devices to comply with our requirements. In 

addition, users had access to the iPad Settings application with privileges to make modifications to 

the device configuration. The vendor explained this was necessary to allow for general 

troubleshooting functions. They also explain that all critical applications are locked, there is only 
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one application (Precinct Central Touchpad) loaded on the device, there is no browser installed on 

the device and their Meraki Mobile Device Management platform provides additional monitoring 

and control.   

5.2  NYSTEC Vulnerability Scanning 

NYSTEC researched each solution and, working with the team doing the security testing of the EPBS, 

ascertained how the devices themselves and the administration/management interface to the 

systems were architected. Also in scope, was identifying the URLS and IP addresses to which they 

connected. From this, test plans were created to use three (3) separate security tools to scan those 

online endpoints.   

The tools used to perform the scanning were: 

• AppScan 

• Nessus 

• WebInspect 

For this testing the scans were all unauthenticated and from the internet. The goal of the scanning 

was to identify ports and services, that may be open and represent potential points of attack, beyond 

those ports and services which are open, available and necessary to support the following:  

• Communication from pollbooks to server(s) 

• Communication from system administrators to administrate and manage the system, data and 

individual pollbooks.   

The scan types completed by NYSTEC were basic network and web application scans (AppScan and 

Nessus) and OWASP Top 10 (for WebInspect) with defaults enabled. The systems scanned were as 

configured by the vendors. Manual application testing, penetration testing and other security 

testing were not in scope.  

There was nothing found in any of the scans that raise concerns or disqualify any of these systems. 

6. Conclusion 
After completing its evaluation of the system configurations submitted by Tenex Software 

Solutions, Inc., as described in this document, the Election Operations Unit has determined that this 

system has shown compliance with all mandatory functional and security requirements through 
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submitted documentation, in-person demonstration and compensating controls as described above. 

Vulnerability scanning performed did not identify any issues that would raise security concerns for 

its use. Therefore, we are recommending the electronic poll book system submitted by Tenex 

Software Solutions, Inc. for approval.  

Such approval is based on the Electronic Poll Book System's hardware and software submitted by 

the vendor and reviewed by the State Board of Elections.  Should the vendor make, or plan to make, 

any modifications or alterations to the Electronic Poll Book System's hardware and/or software, 

such modifications or alterations shall be reviewed by the State Board of Elections for approval, 

consistent with its "Electronic Poll Book System Change Management Procedure”.    
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7.2 Functional Requirements 



Req # Electronic Poll Book System Functional 
Requirements

Status Category
Demonst

ration

Respons
e/Artifa

ct
Pass/Fail

F-1 The parts of the electronic poll book system to be used 
at the poll site (EPBS-PS) shall have the capability to be 
labelled, locked and sealed in carrying cases with 
tamper-evident security seals when transported to and 
from the county board of elections.

Mandatory Security

X Pass

F-2 The EPBS-PS shall have the capability to be labelled, 
locked and sealed in carrying cases with tamper-
evident security seals when not in use at the poll site.

Mandatory Security

X Pass

F-3 The EPBS-PS shall support a dual authentication 
feature where the coordinated action of (2) election 
inspectors who are not members of the same political 
party is required to enable use of the electronic poll 
books when poll sites open.

Mandatory Security

X Pass

F-4 The EPBS-PS shall display the date of the election being 
conducted on each screen.

Mandatory Functional X Pass

F-5 The EPBS-PS shall be capable of utilizing an 
"appropriate marking device" to capture the signature 
as signed by the registered voter.

Mandatory Functional
X Pass

F-6 The EPBS-PS shall conceal the voter's facsimile 
signature until after the voter has completed signing 
their signature, at which point both signatures will be 
displayed for inspector comparison.

Mandatory Functional

X Pass

F-7 The EPBS-PS shall have the ability to display an 
electronic list of voters in alphabetical order for a:
- single election district or 
- poll site.

Mandatory Functional

X Pass

F-8 The EPBS electronic list of voters shall be generated 
from a computer registration file for each election.

Mandatory Functional
X Pass

F-9 When used at a primary election, the EPBS-PS shall 
have the ability to display the names of the voters 
enrolled in a particular political party.

Mandatory Functional
X Pass

EPBS – V1 Functional Requirements 4-24-2019



Req # Electronic Poll Book System Functional 
Requirements

Status Category
Demonst

ration

Respons
e/Artifa

ct
Pass/Fail

F-10 The EPBS shall display, for each voter record, at least 
the following:
- County Voter ID
- Name
- Street Address
- Town, City or Ward
- Election District
- Assembly District, where appropriate
- Date of Birth
- Date of Registration (Month/Day/Year)
- Party enrollment
- Facsimile of the voter's signature or an indication that 
the voter is unable to sign his/her name
- A notation indicating if the voter’s identity was not 
yet verified as required by the federal Help America 
Vote Act.

Mandatory Functional

X Pass

F-11 The EPBS-PS shall include for each voter listed the 
following:  
- Place where a voter can sign his/her name or where it 
can be indicated by the inspectors that a voter is 
unable to sign his/her name
- For voters requiring assistance, a place to enter the 
name of each officer or person rendering such 
assistance
- Place for inspectors to record the number appearing 
on the stub of any election day paper ballot given to 
the voter, or other information to allow for ballot 
reconciliation
- Place for inspectors to sign their names or initials 
after satisfaction of signature comparison and by 
comparison of his/her appearance with the descriptive 
material in the poll record
- Place for inspectors to indicate that a voter has 
produced one of the required types of identification if 
ID has not been verified.

Mandatory Functional

X Pass

F-12 For voters requiring assistance, the EPBS-PS should 
display the assistance oath.

Optional Functional X Pass

F-13 For the canvass of absentee, military or special ballots, 
or ballots cast by voters with registration poll records 
missing, or for voters that have not had their identity 
previously verified or who have moved after 
registering, the EPBS shall provide an ability for the 
inspectors to place their initials in a space provided if 
the person is found to be registered and signatures are 
found to correspond.

Optional Functional

X Fail

EPBS – V1 Functional Requirements 4-24-2019



Req # Electronic Poll Book System Functional 
Requirements

Status Category
Demonst

ration

Respons
e/Artifa

ct
Pass/Fail

F-14 For voters described in F-13, the EPBS shall provide an 
ability for the inspectors to record information 
including but not limited to the following items:
- absentee vote, 
- military vote,
- year of election,
- month of election

Optional Functional

X Fail

F-15 The EPBS-PS shall enable a poll worker to search for a 
voter's record. Search criteria must include either a 
complete or partial match to one or more of the 
following:
- Last Name
- First Name 
- Date of Birth 
- Address

Mandatory Functional

X Pass

F-16 For primary elections, the search criteria should 
include all items from F-15, as well as Party Enrollment.

Optional Functional
X Fail

F-17 The EPBS-PS shall have the ability to display the names 
of special federal voters separate and apart from other 
voters contained in the list.

Mandatory Functional
X Pass

F-18 The EPBS-PS may provide a street finder or other tool 
that would enable election inspectors and/or poll site 
coordinators to determine the correct election district 
and polling place for a voter who is in an incorrect poll 
site.

Optional Functional

X Pass

F-19 The EPBS shall indicate whether a voter has already 
cast a ballot.

Mandatory Functional X Pass

F-20 In addition to alphabetical order, the EPBS-PS should 
be configurable to provide a list of voters in some other 
order defined by an administrative user.

Optional Functional

X Fail

F-21 The vendor shall describe how their EPBS shall be 
configurable to allow for the importing of voter 
registration data from voter registration systems in use 
by a County Board of Elections in New York State.

Mandatory Functional

X X Pass

F-22 The EPBS shall provide the ability for county board of 
elections staff to verify the import of any and all data 
previously exported from the county board's voter 
registration system (voter records, poll site files, etc.).

Mandatory Functional

X Pass

F-23 The EPBS shall be configurable to allow for the 
exporting of election data (both early and election day) 
in a format that can be imported into any voter 
registration system in use by a County Board of 
Elections in New York State.

Mandatory Functional

X Pass

EPBS – V1 Functional Requirements 4-24-2019



Req # Electronic Poll Book System Functional 
Requirements

Status Category
Demonst

ration

Respons
e/Artifa

ct
Pass/Fail

F-24 The EPBS shall be capable of exporting voter history in 
a format that can be used to transfer such information 
into any voter registration system in use by a County 
Board of Elections in New York State.

Mandatory Functional

X Pass

F-25 The vendor shall describe the process by which 
maintenance and diagnostic activities of EPBSs, when 
performed by an entity other than a CBOE, is 
coordinated with a CBOE, and what allowances the 
CBOE has to monitor and control these activities.

Mandatory Functional

X Pass 

F-26 The EPBS shall have the ability to export any voter 
signature captured by a EPBS-PS in a well established, 
non-proprietary format.

Mandatory Functional
X Pass

F-27 The EPBS must guarantee that a voter can be checked 
in at most once during normal connectivity.

Mandatory Functional
X Pass

F-28 The EPBS shall identify voters that have been checked 
in at two or more different electronic poll books.

Mandatory Functional
X Pass

F-29 In the event of a temporary interruption of 
connectivity within an EPBS, the EPBS-PS must permit 
the continuation of the voter check-in process.

Mandatory Functional

X Pass

F-30 In the event of a temporary interruption of 
connectivity within an EPBS, the EPBS must 
automatically restore voter list consistency across the 
EPBS-PS after connectivity is restored.

Mandatory Functional

X Pass

F-31 In the event of a temporary interruption of 
connectivity within an EPBS, the EPBS must indicate 
that there has been an interruption of connectivity by 
entering relevant event information into the audit log.

Mandatory Functional

X Pass

F-32 The vendor shall describe the process by which they 
will develop and provide training options and materials 
to each County Board of Elections under contract 
which will allow CBOE staff and polling inspectors to be 
trained in the use of the EPBS/EPBS-PS, where 
appropriate.

Mandatory Training

X Pass 

EPBS – V1 Functional Requirements 4-24-2019



Req # Electronic Poll Book System Functional 
Requirements

Status Category
Demonst

ration

Respons
e/Artifa

ct
Pass/Fail

F-33 The vendor shall provide help-desk support to each 
County Board of Elections under contract and describe 
the following:
- Help-desk ticket submission process
- Help-desk ticket response time standards (follow-up 
and resolution).
- Help-desk ticket escalation and resolution model
- Help-desk ticket status reporting
- Schedule of Help-desk hours of operation and 
availability (at minimum help-desk support must be 
provided from 9:00 a.m. to 5:00 p.m. – Eastern Time – 
Monday to Friday.

Mandatory Technical Support

X Pass 

F-34 The vendor shall provide enhanced help desk services 
to support CBOE during the following peak timeframes:
- For the period of Early Voting Day 1 to Early Voting 
Day 9, telephone support shall be provided between 
the hours of 5:00 am and 10:00 pm Eastern Time.
- For the period including Election Day minus 1, 
Election Day and Election Day plus 1, telephone 
support must be available during this entire 72-hour 
period.
- For the post election period, which is defined as 
Election Day plus 1 through Election Day plus 15, 
phone support shall be provided by the vendor, on 
each of said days, between the hours of 7:00 am until 
7:00 pm, EST.

Mandatory Technical Support

X Pass 

F-35 The EPBS shall have the ability to generate reports 
based on any defined data fields.  

Mandatory Reporting X Pass

F-36 Vendor shall provide a list of data fields which the EPBS 
is capable of generating a bar code for in a report.

Mandatory Reporting
X Pass 

F-37 The EPBS should allow authorized users the capability 
to create, modify and save custom reports and queries.

Optional Reporting
X Pass

F-38 The EPBS shall generate reports in a well established, 
non-proprietary format including, but not limited to, 
one of the following:
- Hypertext Markup Language (.html)
- Microsoft Excel (.xlsx)
- Microsoft Excel (.csv)
- Adobe Acrobat Portable Document Format (.pdf)
- Microsoft Word (.docx)
- Rich Text Format (.rtf)

Mandatory Reporting

X Pass

F-39 The EPBS should allow authorized users to select from 
a list of available report templates and enter report 
criteria prior to generating the report.

Optional Reporting

X Pass

EPBS – V1 Functional Requirements 4-24-2019



Req # Electronic Poll Book System Functional 
Requirements

Status Category
Demonst

ration

Respons
e/Artifa

ct
Pass/Fail

F-40 The EPBS shall allow authorized users to view reports 
before saving or printing them.

Mandatory Reporting X Pass

F-41 The EPBS should allow including the name of the 
report, the date generated, and the page number on 
each page of a report.

Optional Reporting
X Pass

F-42 The vendor shall describe the required electrical supply 
specifications for the EPBS-PS in polling places.

Mandatory Power/Battery
X Pass 

F-43 The vendor shall describe the EPBS-PS battery 
specification including but not limited to:
- Hours of continual use by inspectors
- Hours of stand-by (when not being used to check in a 
voter)

Mandatory Power/Battery

X Pass 

F-44 The vendor shall describe how to:
- Charge the EPBS-PS battery before deployment to a 
poll site
- Charge the EPBS-PS battery at the poll site both 
during voting hours and when the polls are closed 
(include specification on power plug length)

Mandatory Power/Battery

X Pass 

F-45 The vendor shall describe how the EPBS-PS retains its 
data when power to the device is exhausted.

Mandatory Power/Battery
X

Pass 

F-46 In the event of a temporary loss of power, the EPBS-PS 
must permit a voter to check-in. The electronic poll 
book system’s battery supply must allow for at least 
two (2) hours of operation without external power 
supply.

Mandatory Power/Battery

X Pass

F-47 The EPBS-PS shall be configured in such a way that the 
operator is provided with a continuous visual 
indication of whether the device is operating on 
battery or AC power and, if the former, a visual 
indication of how much battery power remains.

Mandatory Power/Battery

X Pass

F-48 The EPBS-PS shall be capable of automatically 
switching to a backup power source (e.g. battery) and 
not interrupt the operation or integrity of the data.

Mandatory Power/Battery

X Pass

F-49 The EPBS shall concurrently support all connected 
devices from all poll site locations within the county.

Mandatory Non-Functional
X Pass

F-50 The vendor shall attest that they will have the ability to 
deliver the contracted number of EPBS-PS. If the 
vendor contracts with all CBOE, the estimated number 
is between 18,000 and 20,000  EPBS-PS.

Mandatory Non-Functional

X Pass 
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Req # Electronic Poll Book System Functional 
Requirements

Status Category
Demonst

ration

Respons
e/Artifa

ct
Pass/Fail

F-51 As of the date of the vendor’s application for approval 
of the EPBS by the NYSBOE, the vendor must provide  a 
complete and working iteration of their EPBS to 
NYSBOE including, but not limited to: 
- At least three (3) EPBS-PS devices
- Any equipment, as defined in the configuration 
submitted, necessary to network the devices either 
together or to a backend software system 
- URL and credentials to access any hosted or cloud-
based backend software system configured to work 
with any hardware components submitted

Mandatory Non-Functional

X Pass

F-52 The vendor must provide a list of customers who are 
using, or have previously used, the vendor’s EPBS. This 
list must be current as of the date of the vendor’s 
application for approval of the EPBS by NYSBOE.

Mandatory Non-Functional

X Pass 

F-53 The vendor must provide a description of any known 
anomalies in the function of the EPBS as well as a 
description of the method for resolving those 
anomalies. This list must be current as of the date of 
the vendor’s application for approval of the EPBS by 
NYSBOE.

Mandatory Non-Functional

X Pass 

F-54 The vendor shall provide instructions and materials 
sufficient for the CBOE to carry out a pre-election test 
of the EPBS (including EPBS-PS) to verify the integrity of 
the system components before their use in an election.

Mandatory Non-Functional

X X Pass 

F-55 The EPBS shall provide means for the integration of an 
additional EPBS-PS into its configuration at any point 
throughout the election without requiring a shutdown 
or a restart of the EPBS. This system event must be 
documented in the audit log.

Mandatory Technical

X Pass

F-56 The EPBS shall provide means for the exclusion of an 
existing EPBS-PS from its configuration at any point 
throughout the election without requiring a shutdown, 
or restart of the EPBS. This action does not require 
physical access to the EPBS-PS that is to be excluded. 
This system event must be documented in the audit 
log.

Mandatory Technical

X Pass

F-57 Each EPBS-PS within an EPBS configuration must have a 
unique identifier. Any component within an EPBS 
configuration must be able to uniquely identify said 
EPBS-PS by its identifier.

Mandatory Technical

X Pass

F-58 The EPBS must be designed to tolerate any single point 
of failure scenarios.

Mandatory Technical X X Pass 
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Req # Electronic Poll Book System Functional 
Requirements

Status Category
Demonst

ration

Respons
e/Artifa

ct
Pass/Fail

F-59 The EPBS-PS shall have the capability to display a 
prompt or warning if an individual cannot be found in 
the list of voters during the check in process.

Mandatory Functional

X Pass 

F-60 An EPBS-PS must provide a user interface through 
which authorized users can verify an individual’s voting 
eligibility and document the voter’s election related 
activity.

Mandatory User Interface

X Pass

F-61 The EPBS-PS should provide election inspectors with 
access to on-screen support, configurable by 
administrative users and relevant to the action being 
executed at a given time.

Optional User Interface

X Pass

F-62 The EPBS must provide a user interface through which 
authorized users can configure the system. This 
includes the initial setup of the system, 
reconfiguration, viewing the current configuration, as 
well as adding or removing an EPBS-PS device.

Mandatory User Interface

X Pass

F-63 The EPBS must provide a user interface through which 
authorized users can manage user accounts. This 
includes adding and disabling and managing their 
access privileges. 

Mandatory User Interface

X Pass

F-64 The EPBS-PS may include a bar code reader. Optional Barcode X Pass
F-65 The EPBS-PS should display a voter's record based on 

the processing of information contained within a bar 
code when scanned by a bar code reader.

Optional Barcode

X Pass

F-66 The vendor shall describe how their EPBS supports 
existing Section 203 Language Provisions of the Voting 
Rights Act and the ability to add languages if 
designated by the Director of Census.

Mandatory Functional

X Pass 

F-67 The vendor shall describe how their EPBS provides 
accessibility functionality for voters with disabilities 
(e.g. high contrast, large font or audio).

Mandatory Functional

X Pass 

F-68 The EPBS should be capable of importing ballot schema 
that will enable the printing of a receipt with the 
voter's ballot style or be used in conjunction with a 
ballot on demand printer solution. 

Optional Functional

X Pass

F-69 Vendor shall provide the results and supporting 
documentation related to any 3rd party or internal 
usability testing performed on the EPBS. Supporting 
documentation shall include, but not be limited to, test 
plans, test cases and results from all usability testing 
that was conducted.

Mandatory Functional

X Pass 

EPBS – V1 Functional Requirements 4-24-2019



 
 
 

7.3 Security Requirements 
  



Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-1
Vendor shall provide a system

 overview
 and functional 

diagram
 of the entire EPBS and how

 each com
ponent 

integrates into it.  The description shall include how
 the 

entire system
 is adm

inistered, configured and m
anaged. 

M
andatory

D
ocum

entation
Entire ePoll Book 

System

X
Pass

S-2
Vendor shall provide a system

 architecture diagram
 for their 

proposed solution that includes a description of how
 the 

solution is architected addressing on-prem
 and cloud or 

hosted or any hybrid com
bination thereof.  If custom

er 
system

s are needed to host softw
are, inform

ation on how
 

those system
s m

ust be configured and hardened shall be 
provided.

M
andatory

D
ocum

entation
Vendor

X
Pass

S-3
Vendor shall provide softw

are system
 design docum

entation 
describing the logical design of the softw

are. This 
docum

entation shall clearly indicate the various m
odules of 

the softw
are, their functions, and their interrelationships 

w
ith each other. This shall include the data form

at(s) the 
system

 is capable of im
porting and exporting.

M
andatory

D
ocum

entation
Vendor

X
Pass

S-4
Vendor should provide, for any cloud hosted com

ponents, 
proof that those com

ponents have achieved a FedRAM
P 

com
pliance and are hosted by a FedRAM

P authorized cloud 
service provider.  Vendor should provide proof of FedRAM

P 
com

pliance as w
ell as docum

entation of w
ho is responsible 

for each required security control. 

O
ptional

D
ocum

entation
Vendor

X
Pass

EPBS – V1
Security Requirem

ents
4-24-2019



Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-5
All EPBS data shall rem

ain in the Continental U
nited States 

(CO
N

U
S). Any EPBS data stored, or acted upon, m

ust be 
located solely in data centers in CO

N
U

S. Services w
hich 

directly or indirectly access EPBS data shall only be 
perform

ed from
 locations w

ithin CO
N

U
S. Vendor shall 

provide proof of com
pliance.  

M
andatory

Access Control
Entire ePoll Book 

System

X
X

Pass

S-6
All EPBS data in transit shall rem

ain in CO
N

U
S and be 

encrypted in accordance w
ith requirem

ent #S-55 below
. 

Vendor shall provide proof of com
pliance.  

M
andatory

Encryption
Entire ePoll Book 

System

X
X

Pass

S-7
Vendor shall provide, for any non-cloud hosted com

ponents, 
evidence of any third party validation of security controls or 
assessm

ents that have been com
pleted.  

M
andatory

D
ocum

entation
Vendor

X
Pass

S-8
Vendor shall develop, docum

ent and m
aintain the baseline 

configuration of the EPBS hardw
are and softw

are 
com

ponents.  The vendor docum
entation shall describe all 

m
aintenance activities that are necessary to ensure the EPBS 

rem
ains in the desired configuration and functioning in a 

secure m
anner.   This baseline configuration and 

m
aintenance procedures docum

ent shall be provided and 
shall clearly identify the softw

are versions that m
ust be in 

M
andatory

 D
ocum

entation
Entire ePoll Book 

System

X
Pass

EPBS – V1
Security Requirem
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Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-9
Vendor shall provide docum

entation on how
 the poll book 

solution and its related com
ponents have been hardened to 

any applicable Center for Internet Security (CIS) benchm
arks, 

or to other standards (e.g., D
oD

 D
ISA STIG

s). N
am

e all 
standards used and to w

hich com
ponent they apply to (e.g., 

servers, m
obile devices, w

ireless).

M
andatory

D
ocum

entation
Entire ePoll Book 

System

X
Pass

S-10
The EPBS shall support the use of m

ulti-factor authentication 
for all privileged and adm

inistrator access other than at the 
poll site.  

M
andatory

Access Control
Entire ePoll Book 

System

X
Pass

S-11
The EPBS shall incorporate protections to prevent fraudulent 
m

anipulation of the voter check-in process.  Vendor shall 
describe both the preventative and detective controls w

ithin 
the system

. 

M
andatory

Access Control
Entire ePoll Book 

System

X
X

Pass

S-12
The EPBS shall em

ploy the principle of least privilege for 
each perm

itted role w
ithin the system

, allow
ing only 

authorized accesses for users (or processes acting on behalf 
of users) that are necessary to accom

plish assigned tasks 
such as poll w

orker and voter roles as w
ell as adm

inistrators. 
 Vendor shall docum

ent how
 incorporated role based access 

controls accom
plish this.

M
andatory

Access Control
Entire ePoll Book 

System

X
X

Pass

EPBS – V1
Security Requirem
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Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-13
The EPBS shall require the coordinated action of (2) election 
inspectors w

ho are not m
em

bers of the sam
e political party 

to enable use of the electronic poll books for poll site 
operation.

M
andatory

Access Control
ePoll Book/Poll Site

X
Pass

S-14
Vendor shall describe w

hat configuration item
 changes can 

be m
ade by authorized individuals through system

 defined 
Adm

inistration role(s).

M
andatory

Access Control
Entire ePoll Book 

System

X
Pass

S-15
Vendor shall describe the capabilities of the EPBS related to 
autom

ated tim
eout of inactive sessions (e.g. poll devices, 

rem
ote adm

in connections, account login sessions, etc.).

M
andatory

Access Control
Entire ePoll Book 

System

X
Pass

S-16
The EPBS shall prevent unauthorized or unrecognized 
electronic poll book device com

m
unication w

ith know
n and 

trusted com
ponents, including poll book backend servers, 

peer poll book devices and/or w
ireless access points.

M
andatory

Access Control
Entire ePoll Book System

X
Pass

EPBS – V1
Security Requirem
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Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-17
The EPBS shall not require a direct connection to any other 
election system

 or election system
 com

ponent (i.e. voter 
registration system

, voting m
achines, etc.).

M
andatory

Access Control 
Entire ePoll Book System

X
Pass

S-18
The EPBS shall support:
a. The ability to define groups and role-based access
b. The ability to create, enable, m

odify, disable, and archive 
EPBS accounts
c. The ability to m

onitor the use of EPBS accounts

M
andatory

Access Control
Entire ePoll Book 

System

X
Pass

S-19
The EPBS shall:
a. Enforce a configurable lim

it of consecutive invalid login 
attem

pts by a user
b. Autom

atically disable or lock an account until released by 
an adm

inistrator or after a configurable tim
e period w

hen 
the m

axim
um

 num
ber of unsuccessful attem

pts is exceeded

M
andatory

Access Control
Entire ePoll Book 

System

X
Pass

S-20
The EPBS shall:
a. Prevent access to the system

 by initiating a session lock 
after a configurable num

ber of m
inutes of inactivity or upon 

receiving a request from
 a user

b. Retains the session lock until the user reestablishes access 
using established identification and authentication 
procedures
c. Conceals via the session lock, inform

ation previously 

M
andatory

Access Control
Entire ePoll Book 

System

X
Pass

EPBS – V1
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Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-21
The EPBS shall:
a. M

onitor for and prevent all unauthorized rem
ote access, 

including w
ireless w

here relevant, to the EPBS 
b. Allow

 and m
onitor all authorized connection(s) for all 

privileged and non-privileged accounts, including usage 
restrictions, configuration/connection requirem

ents and 
im

plem
entation guidance for each type of rem

ote access 
allow

ed

M
andatory

Access Control
Entire ePoll Book 

System

X
Pass

S-22
The EPBS shall support the use of unique user ID

s.
M

andatory
Access Control

Entire ePoll Book 
System

X
Pass

S-23
The EPBS shall support industry best practices regarding 
passw

ords (e.g. passw
ord length, passw

ord aging, passw
ord 

com
plexity, etc.).

M
andatory

Access Control
Entire ePoll Book 

System

X
Pass

S-24
The EPBS shall support m

utual device authentication.
M

andatory
Access Control 

Entire ePoll Book 
System

X
Pass
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Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-25
Vendor shall describe how

 the EPBS com
ponents can be 

tracked, recovered, or disabled if stolen or rem
oved from

 
the polling location.  Vendor shall describe any preventative, 
corrective or detective controls that are present in the 
system

 to handle such a scenario.

M
andatory

Access Control 
Entire ePoll Book 

System

X
Pass

S-26
The EPBS shall be capable of providing com

prehensive audit 
logs that can be exported in non-proprietary, hum

an 
readable form

at.

M
andatory

Audit
Entire ePoll Book 

System

X
X

Pass

S-27
Vendor shall provide a listing and description of w

hat 
m

essages and events generated by the EPBS (including poll 
book devices) becom

e part of the audit record. 

M
andatory

Audit
Entire ePoll Book 

System

X
Pass

S-28
The EPBS shall support capturing, at a m

inim
um

, date and 
tim

e-stam
ped records for the follow

ing actions perform
ed 

by any user on the EPBS, including but not lim
ited to:

a. All related operating system
 events

b. All user related events
c. All system

 adm
inistration activities

d. All netw
ork activity

M
andatory

Audit
Entire ePoll Book 

System

X
Pass

EPBS – V1
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Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-29
The EPBS shall support the generation of alerts to 
responsible staff (by role) w

hen a log processing error occurs 
(e.g. lack of space, logging stops unexpectedly, etc.). Vendor 
shall describe w

hat alerting thresholds are configurable and 
w

hat alerting m
ethods can be used (page, em

ail, text, phone 
call, etc.).

M
andatory

Audit
Entire ePoll Book 

System

X
X

Pass

S-30
The EPBS shall m

anage and allocate audit record storage 
capacity and configure auditing to reduce the likelihood of 
such capacity being exceeded.

M
andatory

Audit
Entire ePoll Book 

System

X
Pass

S-31
The EPBS shall provide the capability to review

 and analyze 
EPBS audit records regularly for indications of inappropriate 
or unusual activity. The EPBS shall not alter the original 
content or date/tim

e m
arking of audit records. Vendor shall 

describe w
hat alerting thresholds are configurable and w

hat 
alerting m

ethods can be used (page, em
ail, text, phone call, 

etc.) if any activity described is identified.

M
andatory

Audit
Entire ePoll Book 

System

X
X

Pass

S-32
The EPBS shall:
a. U

se internal system
 clocks to generate tim

e stam
ps for 

audit records
b. Record tim

e stam
ps for audit records that can be m

apped 
to Coordinated U

niversal Tim
e (U

TC) or G
reenw

ich M
ean 

Tim
e (G

M
T) and is accurate to w

ithin 30 seconds

M
andatory

Audit
Entire ePoll Book 

System

X
Pass

EPBS – V1
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Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-33
The EPBS shall protect audit inform

ation and audit tools 
from

 unauthorized access, m
odification, and deletion.

M
andatory

Audit
Entire ePoll Book 

System

X
Pass

S-34
The EPBS shall:
a. Support the back up of audit records onto a physically 
different system

 or system
 com

ponent other than the 
system

 or com
ponent being audited

b. Export data into a form
at that can be used to reconstruct 

the backend database on another server

M
andatory

Backup &
 Recovery

Backend System

X
Pass

S-35
The EPBS shall support a hot-sw

appable feature to be 
configured in such a m

anner to autom
atically replicate and 

securely encrypt a copy of the data at any tim
e to a 

rem
ovable/relocatable m

em
ory device or via obtaining 

configuration data from
 another electronic poll book device. 

 The saved or im
ported data w

ill be sufficient to restore 
another electronic poll book in the event of a m

alfunction. 
This functionality shall not require a netw

ork connection 

M
andatory

Backup &
 Recovery

Entire ePoll Book 
System

X
Pass

S-36
The EPBS shall be able to recover from

 the follow
ing events: 

a non-catastrophic failure of an electronic poll book, a pow
er 

failure, or from
 any error or m

alfunction that is w
ithin the 

poll w
orker's ability to correct. Recovery from

 a non-
catastrophic failure w

ill m
ean the restoration of the 

electronic poll book to the operating condition existing prior 
to the error or failure, w

ithout loss or corruption of data 
previously stored in the device.

M
andatory

Backup &
 Recovery

Entire ePoll Book 
System

X
Pass

EPBS – V1
Security Requirem
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Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-37
The EPBS shall:
a. Conduct backups of user and system

 level inform
ation 

contained in the EPBS in a configurable frequency
b. Protect the confidentiality, integrity, and availability of 
backup inform

ation

M
andatory

Contingency 
Planning

Entire ePoll Book 
System

X
Pass

S-38
Vendor shall provide docum

entation on how
 their Softw

are 
D

evelopm
ent Life Cycle (SD

LC):
a. Aligns w

ith industry standard SD
LC practices to 

incorporate inform
ation security control considerations

b. Identifies individuals having inform
ation system

 security 
roles and responsibilities
c. Integrates the organizational inform

ation security risk 
m

anagem
ent process into system

 developm
ent life cycle 

M
andatory

D
ocum

entation
Vendor

X
Pass

S-39
Vendor shall describe how

 it em
ploys best practices and 

m
ethodologies for protecting against supply chain threats to 

the EPBS and its system
 com

ponents.  The vendor shall 
indicate w

hether any com
ponents of the EPBS have been 

previously review
ed by other governm

ent entities (e.g., 
N

ational Inform
ation Assurance Partnership [N

IAP]) as part 
of a com

prehensive, defense-in-breadth inform
ation security 

strategy.

M
andatory

D
ocum

entation
Vendor

X
Pass

S-40
Vendor shall describe w

hat capabilities the EPBS has to 
detect, alert and or prevent any suspicious softw

are 
behavior in any part of the EPBS.

M
andatory

D
ocum

entation
Vendor

X
Pass

EPBS – V1
Security Requirem

ents
4-24-2019



Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-41
Vendor shall provide docum

entation and testing results 
show

ing that the electronic poll book solution does not 
exhibit vulnerabilities and w

eaknesses from
 sources such as 

O
pen W

eb Application Security Project (O
W

ASP) and the 
Com

m
on W

eakness Enum
eration (CW

E).

M
andatory

D
ocum

entation
Vendor

X
Pass

S-42
Vendor shall provide all the docum

entation necessary for 
the identification of the full system

 configuration subm
itted 

for evaluation and for the developm
ent of an appropriate 

test plan for conducting system
 testing, collectively referred 

to as the Technical D
ata Package (TD

P).

M
inim

um
 TD

P docum
entation: system

 configuration 
overview

, system
 functionality description, system

 hardw
are 

M
andatory

D
ocum

entation
Vendor

X
Pass

S-43
Vendor shall provide docum

entation from
 other election 

jurisdictions (other states) that have:
a. Certified/approved/authorized the proposed EPBS
b. D

enied certification/approval/authorization of the 
proposed EPBS 
c. W

ithdraw
n certification/approval/authorization of the 

proposed EPBS

M
andatory

D
ocum

entation
Vendor

X
Pass

S-44
Vendor docum

entation shall include recom
m

endations for 
protecting all electronic poll books from

 electrical dam
age 

related to pow
er surges, brow

nouts, lightning and other 
transient current and voltage spikes.

M
andatory

D
ocum

entation
Vendor

X
Pass

EPBS – V1
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Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-45
Vendor shall provide detailed inform

ation concerning all 
consum

ables used by the EPBS and the vendor's supply 
chain for those consum

ables.

M
andatory

D
ocum

entation
Vendor

X
Pass

S-46
Vendor shall describe encryption and other security 
m

easures in place to protect data if the proposed system
 

involves Internet or Cloud based transm
ission of data to and 

from
 local electronic poll book com

ponents.

M
andatory

D
ocum

entation
Vendor

X
Pass

S-47
Vendor shall describe recom

m
ended or included, internet 

intrusion detection / intrusion prevention and control 
protocols for any part of the system

 w
hich involves netw

ork 
connections.

M
andatory

D
ocum

entation
N

etw
ork

X
Pass

S-48
Vendor shall provide docum

entation on a system
's non-

functional qualities including, but not lim
ited to, 

Accessibility, Perform
ance, Availability, Reliability, Safety, 

Security, U
sability and Auditability.

M
andatory

D
ocum

entation
Entire ePoll Book 

System

X
Pass

EPBS – V1
Security Requirem
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Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-49
Vendor shall describe the security controls used in the 
developm

ent of the system
.  Such controls include code 

m
anagem

ent to ensure no unauthorized code is entered into 
the system

, coding standards used by developers to give 
assurance that the code is not subject to know

n security 
errors, Q

A processes during the developm
ent cycle and any 

security testing standards. 

M
andatory

D
ocum

entation
Vendor

X
Pass

S-50
Vendor shall provide "U

ser G
uide" docum

entation for each 
user role that specifies how

 each user can utilize the system
 

in a secure and functional m
anner. 

M
andatory

D
ocum

entation
ePoll Book/Poll Site

X
Pass

S-51
Vendor shall describe all recom

m
ended controls, processes 

and procedures, relevant to the EPBS, available to a county 
BO

E to assist them
 in developing:

a. Policy and supporting procedures to facilitate the 
im

plem
entation of the security and privacy aw

areness 
training
b. Associated security and privacy aw

areness and training 
controls

O
ptional

D
ocum

entation
Vendor

X
Pass

S-52
Vendor shall describe, w

hen cryptography is required and 
used w

ithin the EPBS, the capabilities of the EPBS to 
establish and m

anage cryptographic keys including, but not 
lim

ited to, key generation, distribution, storage, access, and 
destruction. 

M
andatory

Encryption
Entire ePoll Book 

System

X
Pass
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Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-53
Vendor shall describe, w

hen cryptographic m
echanism

s are 
used, the encryption  products used  have been validated 
under the Cryptographic M

odule Validation Program
 (see 

http://csrc.nist.gov/cryptval/) to confirm
 com

pliance w
ith 

FIPS 140-2, in accordance w
ith applicable federal law

s, 
executive orders, directives, policies, regulations, and 
standards. The vendor shall provide the certificate num

ber.  

M
andatory

Encryption
Entire ePoll Book 

System

X
Pass

S-54
The EPBS shall support non-repudiation and protection 
against an individual (or process acting on behalf of an 
individual) falsely denying having perform

ed a particular 
action.

M
andatory

Encryption
Vendor

X
Pass

S-55
The EPBS shall encrypt all data at rest and in transit utilizing 
FIPS 140-2 validated m

odules com
pliant encryption.  For 

data in transit, only secure protocols shall be used (e.g., TLS, 
IPSEC, H

TTPS, SFTP).

M
andatory

Encryption
Entire ePoll Book 

System

X
Pass

S-56
The EPBS shall utilize cryptographic hashing and storage for 
all system

 credentials. 
M

andatory
Encryption

Vendor

X
Pass
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Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-57
Vendor shall describe how

 it protects and controls digital 
(e.g., CD

, D
VD

, U
SB drive etc.) and non-digital m

edia (e.g., 
paper), defined w

ithin N
IST SP 800-88 (G

uidelines for M
edia 

Sanitization), containing sensitive inform
ation during 

transport outside of controlled areas (e.g., delivery to SBO
E 

or CBO
E) through the use of digital signatures, cryptography 

(FIPS 140-2 encryption) and/or tam
per evident packaging.

M
andatory

Evaluation
Entire ePoll Book 

System

X
Pass

S-58
Vendor shall provide the results and supporting 
docum

entation related to any 3rd party or internal testing 
perform

ed on the EPBS. Supporting docum
entation shall 

include, but not be lim
ited to, test plans, test cases and 

results from
 all security testing (vulnerability, penetration, 

etc.) that w
as done on the system

.  Vendor shall also provide 
how

 any vulnerabilities w
ere m

itigated and any w
hich are 

outstanding.

M
andatory

Evaluation
Vendor

X
Pass

S-59
The EPBS shall uniquely identify and authenticate defined 
types of devices that require authentication m

echanism
s 

before establishing a connection that, at a m
inim

um
, use 

shared inform
ation (i.e., M

AC or IP address) and access 
control lists to control rem

ote netw
ork access.

M
andatory

Identification &
 

Authorization
Entire ePoll Book 

System

X
Pass

S-60
Vendor shall describe, for hosted solution offerings, how

 
their incident response plan docum

entation aligns w
ith N

IST 
SP 800-61. 

M
andatory

Incident Response
Vendor

X
Pass

EPBS – V1
Security Requirem

ents
4-24-2019



Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-61
Vendor shall describe how

 any file to be used w
ithin the 

EPBS, (e.g., for inform
ation exchange w

ith other election 
system

s, audit purposes, etc.,) can be hashed and/or 
cryptographically signed before it is exported from

 the EPBS. 
Vendor shall describe if their solution achieves this in 
com

pliance w
ith Federal Inform

ation Processing Standard 
(FIPS) 186-4, D

igital Signature Standard.  

M
andatory

Integrity
Vendor

X
Pass

S-62
The EPBS shall be protected against m

alw
are. The vendor 

shall provide docum
entation of controls w

ithin the system
 

and procedural recom
m

endations relevant to this.

M
andatory

Integrity
Vendor

X
X

Pass

S-63
Vendor shall describe how

 they:
a. Identify, report, and correct EPBS flaw

s
b. Test softw

are and firm
w

are updates related to flaw
 

rem
ediation for effectiveness and potential side effects 

before installation
c. Install security-relevant softw

are and firm
w

are updates as 
required
d. Incorporate flaw

 rem
ediation into the organizational 

M
andatory

Integrity
Vendor

X
Pass

S-64
Vendor shall describe how

 rem
ote system

 adm
inistration, 

softw
are package deploym

ent and system
 updates are done 

securely (e.g. secure protocols such as TLS, IPSEC, etc.). 

M
andatory

Integrity
Entire ePoll Book 

System

X
Pass

EPBS – V1
Security Requirem

ents
4-24-2019



Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-65
Vendor shall describe how

 their EPBS solution verifies the 
integrity of the code base and future softw

are updates (e.g. 
hashing algorithm

s, digital signatures, etc.). 

M
andatory

Integrity
Vendor

X
Pass

S-66
Vendor shall describe how

 EPBS-PS are 
synchronized/netw

orked w
ith other EPBS-PS w

ithin the 
sam

e polling place/county (including any diagram
s or flow

 
charts).

M
andatory

N
etw

ork
ePoll Book/Poll Site

X
X

Pass

S-67
Vendor shall describe how

 all voter activity shall be securely 
captured and protected during an interruption in netw

ork 
connectivity of an EPBS-PS. The EPBS-PS shall have the 
capacity to securely transm

it that voter activity upon 
connectivity being restored.

M
andatory

N
etw

ork
Entire ePoll Book 

System

X
X

Pass

EPBS – V1
Security Requirem

ents
4-24-2019



Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-68
Vendor shall describe, if an electronic poll book device be 
enabled or installed w

ith w
ireless technology, the w

ireless 
security controls that are in place to include, but not be 
lim

ited to, the follow
ing:

a. Encryption type and strength: W
i-Fi Protected Access II 

(W
PA2) / W

i-Fi Protected Access III (W
PA3)  – Advanced 

Encryption Standard (AES) m
ust be utilized and a m

inim
um

 
256-bit key encryption length
b. U

se of personal firew
all on w

ireless client devices
c. W

hat default factory settings have been changed (e.g., 
SSID

S, pass phrases)
d. W

hat w
ireless settings/options are configurable by CBO

E 
(e.g., SSID

S, pass phrases, transm
ission pow

er)
e. H

ow
 the w

ireless access points are physically protected 
against tam

pering
f. Type of authentication used betw

een access point and 
connected devices
g. U

se of static IP address, no D
H

CP utilized
h. W

hat w
ireless settings/options cannot be changed

i. Capability to disable w
ireless

j. Built-in w
ireless intrusion detection system

, if any

M
andatory

N
etw

ork
N

etw
ork

X
Pass

S-69
The EPBS shall enable W

PA3 for all w
ireless connections, if 

available. If W
PA3 is not available, W

PA2 shall be used.
M

andatory
N

etw
ork

N
etw

ork

X
Pass

EPBS – V1
Security Requirem

ents
4-24-2019



Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-70
Vendor shall provide a detailed list of system

 error m
essages 

one m
ight see w

hile using the EPBS, definition of w
hat the 

m
essage m

eans, and actions w
hich shall be taken to address 

each error.

M
andatory

O
perational

ePoll Book/Poll Site

X
Pass

S-71
Vendor shall describe how

 the EPBS protects against 
unauthorized use. Vendor shall describe w

hat physical or 
logical controls are in place to lock dow

n or disable unused 
EPBS hardw

are interfaces (e.g. tam
per evident seals, physical 

locks, disabled via secure configuration baseline) during use.

M
andatory

Physical
Vendor

X
Pass

S-72
Vendor shall describe w

hat options are available to protect 
the EPBS-PS devices from

 theft or destruction during 
transport and voting (e.g. sealed case or enclosure).

M
andatory

Physical
ePoll Book/Poll Site

X
Pass

S-73
Vendor shall describe for EPBS-PS, w

hat security risks are 
m

itigated through the use of and verification upon rem
oval 

of tam
per evident seals.

M
andatory

Physical
ePoll Book/Poll Site

X
Pass

EPBS – V1
Security Requirem

ents
4-24-2019



Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-74
Vendor shall describe how

 redundancy is built into the EPBS 
to m

inim
ize risk of failure or data loss and to ensure high 

availability.

M
andatory

Server
Entire ePoll Book 

System

X
Pass

S-75
Vendor shall docum

ent how
 the EPBS protects the integrity 

and confidentiality of transm
itted inform

ation.
M

andatory
System

 and 
Com

m
unication

Vendor

X
Pass

S-76
Vendor shall describe how

, if utilized, public key certificates 
are issued under an appropriate certificate policy or  public 
key certificates are obtained from

 an approved service 
provider.

M
andatory

System
 and 

Com
m

unication
N

etw
ork

X
Pass

S-77
Vendor shall describe how

 the EPBS fails to a know
n secure 

state for all failures, w
hile preserving the m

axim
um

 am
ount 

of system
 state inform

ation.

M
andatory

System
 and 

Com
m

unication
Entire ePoll Book 

System

X
Pass

EPBS – V1
Security Requirem

ents
4-24-2019



Req #
Electronic Poll Book System

 Security Requirem
ents

Status
Category

Im
plem

ented at 
D

em
ons

tration
Response
/Artifact

Pass/Fail

S-78
Vendor shall produce security patches w

ithin the service-
level agreem

ent (SLA) tim
elines and shall provide 

instructions on how
 to keep the hardw

are and softw
are up 

to date. 

M
andatory

N
etw

ork
Entire ePoll Book 

System

X
Pass

S-79
Vendor shall describe how

 softw
are and devices m

eet the 
least functionality principle and disable unneeded services 
such as telnet, SN

M
P and rem

ote adm
inistration (W

eb 
M

ode) etc.

M
andatory

N
etw

ork
N

etw
ork

X
Pass

EPBS – V1
Security Requirem

ents
4-24-2019



 
 
 

7.4 Challenge Report 
Requirements 

  



Req #
Electronic Poll Book System

 Functional Requirem
ents

Status
Category

D
em

onstration
Response/Artifact

Pass/Fail

CR-1
County Board of Elections are required to com

plete a challenge report based on the criteria 
set forth in N

ew
 York State Election Law

 §8–508. Challenge report; preparation.

The vendor shall describe if and how
 their solution im

plem
ents the requirem

ents for each 
section of the challenge report. If the vendor's solution does not m

eet the challenge report 
requirem

ents, the vendor shall docum
ent ‘solution does not im

plem
ent this functionality’ in 

their response. Please see attached appendices required to com
plete the challenge process 

(Challenge Report, Challenge Report Inspector Certification, Challenge Poll Site O
aths)

M
andatory

Functional

X
Pass 

CR-2
Section O

ne – change of nam
e or address

The EPBS-PS m
ay provide inspectors of election the ability to enter the nam

e, address and 
registration serial num

ber of each person w
ho claim

s a change in nam
e, or a change of 

address w
ithin the election district, together w

ith the new
 nam

e or address of each such 
person. The EPBS-PS m

ay provide a place in the voter’s record for the inspectors to record 
the inform

ation required to be entered in such ‘section one’ or provide a separate section 
for the inspectors of election to enter such inform

ation in the EPBS-PS.

O
ptional

Functional

X
Fail

CR-3
Section Tw

o – voters challenged
The EPBS-PS m

ay provide inspectors the ability to enter the nam
e, address and county voter 

ID
 of each person w

ho is challenged on the day of election, together w
ith the reason for the 

challenge. The EPBS-PS m
ay provide a place in the voter's record for the inspectors to 

record the inform
ation required to be entered in such ‘section tw

o’ or provide a separate 
section for the inspectors to enter such inform

ation in the EPBS-PS. If no voters are 
challenged, the EPBS-PS shall provide inspectors the ability to enter the w

ords ‘‘N
o 

Challenges’’ in the space reserved for such nam
es in the EPBS-PS.

O
ptional

Functional

X
Fail

CR-4
Section Three – voters requiring assistance and w

ho assisted
The EPBS-PS m

ay provide inspectors the ability to enter the nam
e, address and county voter 

ID
 of each voter given assistance, together w

ith the reason the voter w
as allow

ed 
assistance, the nam

e of the person giving such assistance and his address if not an 
inspector. The EPBS-PS m

ay provide a place next to the voter’s nam
e for the inspectors to 

record the inform
ation required to be entered in such ‘section three’ or provide a place for 

the inspectors to enter such inform
ation in the EPBS-PS. If no voters are given assistance, 

the EPBS-PS shall provide inspectors the ability to enter the w
ords ‘‘N

o Assistance’’ in the 
space reserved for such nam

es in the EPBS-PS.

O
ptional

Functional

X
Fail

EPBS – V1
Challenge Report Requirem

ents
4-24-2019



Req #
Electronic Poll Book System

 Functional Requirem
ents

Status
Category

D
em

onstration
Response/Artifact

Pass/Fail

CR-5
Section Four – voters pursuant to court order or affidavit
The EPBS-PS m

ay provide inspectors the ability to enter the nam
e, address and county voter 

ID
 of each person w

ho w
as perm

itted to vote pursuant to a court order, or to vote on a 
paper ballot w

hich w
as inserted in an affidavit envelope. The EPBS-PS m

ay provide a place in 
the voter's record for the inspectors to record the inform

ation required to be entered in 
such ‘section four’ or provide a place for the inspectors to enter such inform

ation in the 
EPBS-PS.  If there are no such nam

es,  the EPBS-PS shall provide inspectors the ability to 
enter the w

ord ‘‘N
one’’ in the space provided for such nam

es in the EPBS-PS.

O
ptional

Functional

X
Fail

CR-6
The EPBS-PS m

ay be capable of printing a challenge report w
hich contains the nam

es of:
- All persons w

ho w
ere reported a nam

e or address change (section 1);
- All persons w

ho w
ere challenged on the day of election, and that each voter so reported as 

having been challenged took the oaths as required (section 2),
- All voters to w

hom
 such board gave or allow

ed assistance and lists the nature of the 
disability w

hich required such assistance to be given and the nam
es and fam

ily relationship, 
if any, to the voter of the persons by w

hom
 such assistance w

as rendered; that each such 
assisted voter inform

ed such board under oath that he required such assistance and that 
each person rendering such assistance took the required oath (section 3);
- All voters w

ho w
ere perm

itted to vote although their registration poll records w
ere m

issing 
(affidavit ballots / court orders) (section 4)

O
ptional

Functional

X
Fail

CR-7
The EPBS-PS m

ay be capable of printing a certification at the end of the challenge report 
stating that the entries m

ade are a true and accurate record of its proceedings w
ith respect 

to the persons nam
ed in such report.

O
ptional

Functional
X

Fail

CR-8
The EPBS-PS m

ay be capable of printing additional inform
ation on the challenge report 

including but not lim
ited to:

- City / tow
n

- W
ard

- Election D
istrict

- Assem
bly district 

- O
ath

- Space for signatures of the board of inspectors of election
- Space for notes

O
ptional

Functional

X
Fail

EPBS – V1
Challenge Report Requirem

ents
4-24-2019



7.5 Technical Data Package 
Review 



NYSTEC performed an examination and review of the totality of materials provided by the vendors in 
response to the TDP Requirements of the Electronic Poll Book System (EPBS) Application for Approval 
Checklist. The Voluntary Voting System Guidelines 1.0 2005 was used as a framework for guidance to 
determine contents of each of the 12 TDP sections. Each submission was reviewed to determine if the 
vendor had provided information for each of the categories listed, and enough information in the 
aggregate to comply with the requirement’s stated purpose of identifying the full system configuration 
for evaluation. 

 

Technical Data Package contents include the following:  

•              System configuration overview                                                                

•              System hardware specifications                                               

•              System test and verification specifications                         

•              User/system operations procedures                                      

•              Personnel deployment and training requirements          

•              Quality assurance program                                                        

•              System functionality description 

•              Software design and specifications 

•              System security specifications 

•              System maintenance procedures 

•              Configuration management plan 

•              System change notes 

  

 



ePoll Book TDP Subm
ission Analysis ‐ Tenex

#
A

pplication 
R

equirem
ents

VVSG
 Vol. 2 

M
apping

R
equirem

ent 
Type 

(VVSG
 

C
ategory)

                                 
G

uidance 
D

ocum
entation 

Provided

1
System

 C
onfiguration 

O
verview

VVSG
 Vol 2: 2.2

System
 O

verview
In the system

 overview
, the vendor shall provide 

inform
ation that enables identification the functional 

and physical com
ponents of the system

, how
 the 

com
ponents are structured, and the interfaces 

betw
een them

. The vendor shall include system
 

description and details of the system
 perform

ance.

Tenex TD
P

 pages 2,3

2
System

 functionality 
description

VVSG
 Vol 2: 2.3

System
 D

escription
The vendor shall declare the scope of the system

’s 
functional capabilities, thereby establishing the 
perform

ance, design, test, m
anufacture, and 

acceptance context for the system
.

The vendor shall provide a listing of the system
’s 

functional processing capabilities, encom
passing 

capabilities required by the G
uidelines and any 

additional capabilities provided by the system
. This 

listing shall provide a sim
ple description of each 

capability.
D

etailed specifications shall be provided in other 
docum

entation required for the TD
P.

Tenex TD
P

 pages 6-8

3
System

 hardw
are 

specifications
VVSG

 Vol 2: 2.4
System

 H
ardw

are 
Specification

The vendor shall expand on the system
 overview

 by 
providing detailed specifications of the hardw

are 
com

ponents of the system
, including specifications 

of hardw
are used to support the telecom

m
unications 

capabilities of the system
, if applicable.

Tenex TD
P

 P
age 5, 

7730 C
onfiguration U

pdated, 
M

iFiG
uideTem

plate, 
iO

S
_S

ecurity G
uide, 

C
IS

_M
icrosoft_W

indow
s_S

erve
r_2016_R

TM
_R

elease_1607_B
enchm

ark_v.1.1.0
4

System
 hardw

are 
specifications

VVSG
 Vol 2: 

2.4.2
D

esign and 
C

onstruction
The vendor shall provide sufficient data, or 
references to data, to identify unequivocally the 
details of the system

 configuration subm
itted for 

testing. The vendor shall provide a list of
m

aterials and com
ponents used in the system

 and a 
description of their assem

bly into m
ajor system

 
com

ponents and the system
 as a w

hole.

Tenex TD
P

 P
age 5, 

7730 C
onfiguration U

pdated, 
M

iFiG
uideTem

plate, 
iO

S
_S

ecurity G
uide, 

C
IS

_M
icrosoft_W

indow
s_S

erve
r_2016_R

TM
_R

elease_1607_B
enchm

ark_v.1.1.0

June 4, 2019
Page 17 of 24



ePoll Book TDP Subm
ission Analysis ‐ Tenex

#
A

pplication 
R

equirem
ents

VVSG
 Vol. 2 

M
apping

R
equirem

ent 
Type 

(VVSG
 

C
ategory)

                                 
G

uidance 
D

ocum
entation 

Provided
5

System
 hardw

are 
specifications

VVSG
 Vol 2: 

2.4.1
System

 H
ardw

are 
C

haracteristics
The vendor shall provide a detailed discussion of the 
characteristics of the system

 including:  
     -Perform

ance characteristics: basic system
 

perform
ance attributes and operational scenarios that 

describe the m
anner in w

hich system
 functions are 

invoked, describe environm
ental 

capabilities, describe life expectancy, and describe any 
other essential aspects of system

 perform
ance.

    -Physical characteristics: This discussion addresses 
suitability for intended use, requirem

ents for 
transportation and storage, 
health and safety criteria, security criteria, and 
vulnerability to adverse environm

ental factors.
    -R

eliability: This discussion addresses system
 and 

com
ponent reliability stated in term

s of the system
’s 

operating functions, and identification of item
s that 

require special handling or operation to sustain system
 

reliability.
    -M

aintainability: M
aintainability represents the ease 

w
ith w

hich m
aintenance actions can be perform

ed 
based on the design characteristics of equipm

ent and 
softw

are and the processes the      vendor and election 
officials have in place for preventing failures and for 
reacting to failures. M

aintainability includes the ability of 
equipm

ent and softw
are to self-diagnose problem

s and 
m

ake non-technical election w
orkers aw

are of a 
problem

.
     M

aintainability also addresses a range of scheduled 
and unscheduled events.
    -Environm

ental conditions: This discussion addresses 
the ability of the system

 to w
ithstand natural 

environm
ents, and operational constraints in norm

al and 
test environm

ents, including all requirem
ents and 

restrictions regarding electrical service, 
telecom

m
unications services, environm

ental protection, 
any additional facilities or resources required to install 
and

operate
the

system

Tenex TD
P

 P
age 5, 

7730 C
onfiguration U

pdated, 
M

iFiG
uideTem

plate, 
iO

S
_S

ecurity G
uide, 

C
IS

_M
icrosoft_W

indow
s_S

erve
r_2016_R

TM
_R

elease_1607_B
enchm

ark_v.1.1.0

June 4, 2019
Page 18 of 24



ePoll Book TDP Subm
ission Analysis ‐ Tenex

#
A

pplication 
R

equirem
ents

VVSG
 Vol. 2 

M
apping

R
equirem

ent 
Type 

(VVSG
 

C
ategory)

                                 
G

uidance 
D

ocum
entation 

Provided
6

Softw
are design and 

specifications
VVSG

 Vol 2: 2.5
Softw

are D
esign 

and Specification
The vendor shall expand on the system

 overview
 by 

providing detailed specifications of the softw
are 

com
ponents of the system

, including softw
are used 

to support the telecom
m

unications capabilities of the 
system

, if applicable. This includes softw
are 

overview
, softw

are standards and conventions, 
softw

are operating environm
ent, hardw

are 
environm

ent and constraints, softw
are environm

ent, 
softw

are functional specifications, configurations and 
operating m

odes, softw
are functions, program

m
ing 

specifications w
ith overview

 and details, system
 

database, interfaces, and interface identification and 
description. 

Tenex TD
P

 pages 15-17
TenexN

Y
 - S

B
E

 A
dditional Info 

R
equested 5-16-19, 

7730 C
onfiguration U

pdated, 
M

iFiG
uideTem

plate, 
C

IS
_M

icrosoft_W
indow

s_S
erve

r_2016_R
TM

_R
elease_1607_B

enchm
ark_v.1.1.0

7
System

 security 
specifications

VVSG
 Vol 2: 2.6

System
 Security 

Specification
Vendors shall subm

it a system
 security specification 

that addresses the level of security provided by the 
system

 in term
s of the specific security risks 

addressed by the system
, the m

eans by w
hich each 

risk is addressed, the process used to test and verify 
the effective operation of security capabilities and, 
for system

s that use public telecom
m

unications 
netw

orks the m
eans used to keep the security 

capabilities of the system
 current to respond to the 

evolving threats against these system
s.

Tenex TD
P

, page 11, 
iO

S
_S

ecurity G
uide, 

M
iFiG

uideTem
plate, 

P
recinct C

entral S
ecurity 

Features #1, 
P

recinct C
entral S

ecurity 
Features #2, 
C

IS
_M

icrosoft_W
indow

s_S
erve

r_2016_R
TM

_R
elease_1607_B

enchm
ark_v.1.1.0

8
System

 security 
specifications

VVSG
 Vol 2: 

2.6.1
Access C

ontrol 
Policy

The vendor shall specify the features and 
capabilities of the access control policy 
recom

m
ended to purchasing jurisdictions to provide 

effective EPBS security. The access control policy 
shall address the general features and capabilities 
and individual access
privileges.

Tenex TD
P

, page 11, 
iO

S
_S

ecurity G
uide, 

M
iFiG

uideTem
plate, 

P
recinct C

entral S
ecurity 

Features #1, 
P

recinct C
entral S

ecurity 
Features #2, 
C

IS
_M

icrosoft_W
indow

s_S
erve

r_2016_R
TM

_R
elease_1607_B

enchm
ark

v.1.1.0

June 4, 2019
Page 19 of 24



ePoll Book TDP Subm
ission Analysis ‐ Tenex

#
A

pplication 
R

equirem
ents

VVSG
 Vol. 2 

M
apping

R
equirem

ent 
Type 

(VVSG
 

C
ategory)

                                 
G

uidance 
D

ocum
entation 

Provided
9

System
 security 

specifications
VVSG

 Vol 2: 
2.6.2

Access C
ontrol 

M
easures

The vendor shall provide a detailed description of all 
system

 access control m
easures and m

andatory 
procedures designed to perm

it access to system
 

states in accordance w
ith the access policy, and to 

prevent all other types of access. The vendor also 
shall define and provide a detailed description of the 
m

ethods used to preclude unauthorized access to 
the access control capabilities of the system

 itself.

Tenex TD
P

, page 11, 
iO

S
_S

ecurity G
uide, 

M
iFiG

uideTem
plate, 

P
recinct C

entral S
ecurity 

Features #1, 
P

recinct C
entral S

ecurity 
Features #2, 
C

IS
_M

icrosoft_W
indow

s_S
erve

r_2016_R
TM

_R
elease_1607_B

enchm
ark_v.1.1.0

10
System

 security 
specifications

VVSG
 Vol 2: 

2.6.3
Equipm

ent and D
ata 

Security
The vendor shall provide a detailed description of 
system

 capabilities and m
andatory procedures for 

purchasing jurisdictions to prevent disruption of the 
voting process and corruption of voting data. This
inform

ation shall address m
easures for polling place 

security.

Tenex TD
P

 page 11, 
iO

S
_S

ecurity G
uide, 

M
iFiG

uideTem
plate,  P

recinct 
C

entral S
ecurity Features #1,

P
recinct C

entral S
ecurity 

Features #2, 
C

IS
_M

icrosoft_W
indow

s_S
erve

r_2016_R
TM

_R
elease_1607_B

enchm
ark_v.1.1.0

11
System

 security 
specifications

VVSG
 Vol 2: 

2.6.4
Softw

are Installation
The vendor shall provide a detailed description of the 
system

 capabilities and m
andatory procedures for 

purchasing jurisdictions to ensure secure softw
are 

(including firm
w

are) installation to m
eet the specific 

requirem
ents. This inform

ation shall address 
softw

are installation for all system
 com

ponents.

Tenex TD
P

 page 9

D
evices are delivered pre-

installed
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System
 security 

specifications
VVSG

 Vol 2: 
2.6.5

Telecom
m

unication
s and D

ata 
Transm

ission 
Security

The vendor shall provide a detailed description of the 
system

 capabilities and m
andatory procedures for 

purchasing jurisdictions to ensure secure data 
transm

ission. For all system
s, this inform

ation shall 
address access control, and prevention of data 
interception.

iO
S

_S
ecurity G

uide, 
P

recinct C
entral S

ecurity 
Features #1,
P

recinct C
entral S

ecurity 
Features #2, 
M

iFiG
uideTem

plate

13
System

 test and 
verification 
specifications

VVSG
 Vol 2: 2.7

System
 Test and 

Verification 
Specification

The vendor shall provide test and verification 
specifications for developm

ent test specifications. 
The vendor shall describe the plans, procedures, 
and data used during softw

are developm
ent and 

system
 integration to verify system

 logic correctness, 
data quality, and security.

Tenex TD
P

 pages 9-11

14
U

ser/system
 

operations procedures
VVSG

 Vol 2: 2.8
System

 O
perations 

Procedures
This docum

entation shall provide all inform
ation 

necessary for system
 use by all personnel w

ho 
support pre-election and election preparation, polling 
place activities and central counting activities, as 
applicable, w

ith regard to all system
 functions and 

operations
identified in Subsection 2.3 above. The nature of the 
instructions for operating personnel w

ill depend upon 
the overall system

 design and required skill level of 
system

 operations support personnel. The system
 

operations procedures shall contain all inform
ation 

that is required for the preparation of detailed system
 

operating procedures, and for operator training. This 
includes details describing the operational 
environm

ent, system
 installation and test 

specification, operational features, operating 
procedures, and operations support.

Tenex TD
P

 page 18 -68
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System
 m

aintenance 
procedures

VVSG
 Vol 2: 2.9

System
 

M
aintenance 

M
anual

The system
 m

aintenance procedures shall provide 
inform

ation in sufficient detail to support election 
w

orkers, inform
ation system

s personnel, or 
m

aintenance personnel in the adjustm
ent or rem

oval 
and replacem

ent of com
ponents or m

odules in the 
field. Technical docum

entation needed solely to 
support the repair of defective com

ponents or 
m

odules ordinarily done by the m
anufacturer or 

softw
are developer is not required. R

ecom
m

ended 
service actions to correct m

alfunctions or problem
s 

shall be discussed, along w
ith personnel and 

expertise required to repair and m
aintain the system

; 
and equipm

ent, m
aterials, and facilities needed for 

proper m
aintenance. This m

anual shall include 
m

aintenance procedures, preventative m
aintenance 

procedures, corrective m
aintenance procedures, 

identification of m
aintenance equipm

ent as w
ell as 

parts and m
aterials, com

m
on standards, 

m
aintenance facilities and support.

Tenex TD
P

 page 11

16
Personnel deploym

ent 
and training 
requirem

ents

VVSG
 Vol 2: 2.10

Personnel 
D

eploym
ent and 

Training 
R

equirem
ents

The vendor shall specify the num
ber of personnel 

and skill levels required to perform
 each of the 

follow
ing functions:

Pre-election or election preparation functions (e.g., 
entering an election, generating pre-election reports. 
System

 operations for voting system
 functions 

perform
ed at the polling place System

 operations for 
voting system

 functions perform
ed at the central 

count facility Preventive m
aintenance tasks. 

D
iagnosis of faulty hardw

are or softw
are C

orrective 
m

aintenance tasks. Testing to verify the correction of 
problem

s.

Tenex TD
P

 page 12,13,14
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C
onfiguration 

m
anagem

ent plan
VVSG

 Vol 2: 2.11
C

onfiguration 
M

anagem
ent Plan

Vendors shall subm
it a C

onfiguration M
anagem

ent 
Plan that describes all policies, processes, and 
procedures em

ployed by the vendor to carry out 
these requirem

ents. Inform
ation subm

itted by the 
vendor shall be used by to assist in developing and 
executing the test plan. This inform

ation is 
particularly im

portant to support the design of test 
plans for system

 m
odifications. A w

ell-organized, 
robust and detailed C

onfiguration M
anagem

ent Plan 
w

ill enable testers to
m

ore readily determ
ine the nature and scope of tests 

needed to fully test the m
odifications.

The C
onfiguration M

anagem
ent Plan shall contain 

C
onfiguration M

anagem
ent Policy, C

onfiguration 
Identification, Baseline and Prom

otion, C
onfiguration 

C
ontrol Procedures, R

elease Process, C
onfiguration 

Audits, and C
onfiguration M

anagem
ent R

esources.

 Tenex TD
P

 pages 3,4,5

18
Q

uality assurance 
program

VVSG
 Vol 2: 2.12

Q
uality Assurance 

Program
Vendors shall subm

it a Q
uality Assurance Program

 
that addresses the quality assurance policies, 
processes, and procedures em

ployed by the vendor 
to ensure the overall quality of the system

 for its 
initial developm

ent and release and for subsequent 
m

odifications and releases. This inform
ation is 

particularly im
portant to support the design of test 

plans by the accredited test lab. A w
ell-organized, 

robust and detailed Q
uality Assurance Program

 w
ill  

m
ore readily determ

ine the nature and scope of tests 
needed to test the system

 appropriately. The Q
uality 

Assurance Program
 shall, at a m

inim
um

, address 
Q

uality Assurance Policy, Parts and M
aterials Tests, 

and Q
uality C

onform
ance Inspections.

Tenex TD
P

 page 15,
TenexN
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R
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System
 change notes

VVSG
 Vol 2: 2.13

System
 C

hange 
N

otes
Vendors subm

itting m
odifications for a system

 that 
has been previously approved by N

YSBO
E shall 

subm
it system

 change notes. These w
ill be used to 

assist in developing and executing the test plan for 
the m

odified system
. The an exam

ple of the system
 

change notes shall include the follow
ing inform

ation: 
Sum

m
ary description of the nature and scope of the 

changes, reasons for each change, a listing of the 
specific changes m

ade, citing the specific system
 

configuration item
s changed, providing detailed 

references to the docum
entation sections changed, 

a detail of the specific sections of the docum
entation 

that are changed (or com
pletely revised docum

ents, 
if m

ore suitable to address a large num
ber of 

changes), docum
entation of the test plan and 

procedures executed by the vendor for testing the 
individual changes, and the system

 as a w
hole, and 

records of test results.

Tenex TD
P

 page 12
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